On the Security of Succinct Arguments
from Probabilistic Proofs
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What are succinct arguments?



Interactive proofs

Prover Isx € L? Verifier

Completeness:Vx € L, Pr [(P(x, w), V(x)) = 1] = 1
Soundness:V x & L and adversary P, Pr [(P, Vix)) = 1] <e€

Target metric: COMMUNICATION COMPLEXITY

Limitation: NP-complete languages do not have IPs with CC << |w |



Interactive arguments

Interactive proofs with computational soundness

Prover Isx € L? Verifier

Computational soundness: Vx & L and 7,r5-time adversary P, Pr [(15, V(x)) = 1] < €argUIarG)

AMAZING: d interactive arguments for NP with CC < |w| (given basic cryptography)

Today's protagonist:
Succinct Interactive Arguments
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CC <« |w|

Why study succinct interactive arguments?

time(V) < |w|

They exist based on simple crypto assumptions...
... SO they play a role in numerous cryptotheory results.

zero-knowledge with

non-black-box simulation ~ Malcious MPC

They are a stepping stone for SNARGs, which have numerous real-world applications.

3 Succinct #3 VALIDA Ihreducible
& STARKWARE Sl Ll Iligero A
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Kilian's protocol:
The first and simplest succinct argument



[Kilian92]

How to construct succinct arguments?

Building block #1: probabilistically checkable proof (PCP) Building block #2: vector commitment scheme (VC)

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
< L 2

Query Q C [{]
Answer ans = [1[ Q]

pf
VC .Open gumd VC . Check pumd2Ve

L 4
*

a € |]—>
: f=[a]—>

* *
--------------------------------------------------------------------------------------

Kilian’s protocol

cm := VC.Com i

(Prover P | (/erifier 9

\
) (Q. ans, pf) from VC . Open

1-step computation:

v - Prover time: poly(T)
L PCP - Verifier time: polylog(T)
(cC: polylog(T))




Simple (and only known) security analysis

Goal: relate the soundness error of Kilian[PCP, VC]
to the soundness error of PCP and the position binding error of VC.

Rewind P to get a malicious PCP string I1
— (PCP soundness) upper bound the success probability of I1

. —> (Position binding) [1 cannot be too different from P

Kilian’s protocol

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
*

(/erifier 9

(Q, ans, pt) from VC . Open \ &R/ Bl Creck(cm, 0 ans’ pf) = 1

. .
-----------------------------------------------------------------------------------------------------

Check(cm, Q,ans,pf) =1 |< ey




Security from rewinding

How to rewind? Subtle design choices:
- Strict time vs. expected time
Malicious Prover P NN ANl - Sample with/without replacement

- Stopping conditions

Recover 11




What is the security of Kilian’s protocol?

e i 4

(Prover P\ (\/erifier ‘)
-k
= % en |\ T
Previously:
Of course, [Kilian92] gives an informal analysis non-trivial restrictions

this is trivial BGO08] eprg < 3 * €pcp + W and assuming PCP is non-adaptive & reverse-samplable

CMSZ21] Kilian is secure when ep~p Negligible (in a paper about post-quantum security)

We expect that €, < €pcp T+ €y ... right?
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- ' - m - ] Earg = €Epep T €y
Surprlse' A Ilmltatl0n- —> breakthrough on Schnorr

More on this later...

Schnorr’s identification scheme

_oa=giandomres,

Prover P((G, p, g,h), w) g Verifier V(G, p, g) '

p: random challenge in Z,

P |%4

y=w-f+rmodp

Lots of work on Schnorr security [Sho97,PS00,BP02,FPS20,BD20,RS21,SSY23] ...
... and yet there are still open questions on its optimal security!

Theorem. 34 PCP and VC s.t.

Similar bound holds for
€schnorrd) < Earg(?)- expected-time adversary
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Improved security for Kilian

lllllllllllllllllllllllllllllllllllll

i PCP for language L with
: - proof length / :
: - query complexity g

i - soundness error €pcp

llllllllllllllllllllllllllllllllllllllllllllllllll
* *

ARG := Kilian[PCP, VC]

* .
--------------------------------------------------

0. *
------------------------------------

Theorem. V € > 0,
GARG(IARG) S EPCP + €VC(tVC) + €, where tVC — 0 (tARG y l ‘ 1/6)

Why - |/¢ overhead? This seems large...
- [locations in 11

—> Rewind at least [ times (e.g. maybe all PCP queries but 1 are fixed)
- Some rewinds yield garbage:

> The locations were already found
> VC check falils

—> Need 1/¢ times for each location as buffer

Can we improve it?
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Folklore may remain legend for now...

EARG = €Epcp T Eve

—> breakthrough on Schnorr!

Suppose €y(7) < 0(1‘2/2’1) (e.g. an ideal Merkle tree) A: security parameter

That is, €arg < €pcp + 1/ €Eve

There are

Our lower bound Suppose barriers...

4
€schnorr() < €arg(?) EARG = Epcp T Eve

: €Schnorr(tSchnorr) < €DLOG(0(tSChnorr))

Best analysis of Schnorr [PS00]: €s¢pnorr(schnorr) < v/ €bLoc(Oschnorr))

... SO the folklore is beyond current rewinding techniques.
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Alternative route: expected-time regime

lllllllllllllllllllllllllllllllllllll

 PCPforlanguage Lwith | e eseesenee
: - proof length / . " Vector commitment scheme with
: - query complexity g E ARG := Kilian[PCP, VC] 3 expected-time position binding error 6\’;(: .

: - soundness error €pcp

0. 4
llllllllllllllllllllllllllllllllllll

Theorem. V € > 0,
€roc(thog) < €pcp + e0a(iye) + €, where 17 = O (1356 - 10g(a/e)).

A: security parameter

Set 6\7(:(2‘*) <0 <\/(t*)2/24) (e.g. an ideal Merkle tree)

* * * [k
Theorem €ARG(tARG) < €pcp t+ evc(tARG '

log(qg/e)) + €
—> _— T =

e

small factor : " "
14 We achieved €,,5 < €pcp + €y !




| Soundness M o;..c-coin I0P?

Post-quantum soundness

Fiat-Shamir soundness

Funky protocol
Probabilistic proofs PCP

IBCS protocol

Kilian’s protocol

Commi h =
ommitment schemes VC
Today: only in the standard model (ho oracles)

15 i.e. interactive arguments in (Q)ROM out of scope



On security notions of arguments

Today: focus on soundness only Classical « Post-quantum

Soundness

N

Fiat-Shamir soundness Post-quantum soundness

f

Actually: many properties/nuances to care about

/ |

Fiat-Shamir
Knowledge soundness ¢———
T knowledge soundness

Simulation
extractability

Post-quantum
knowledge soundness

Zero knowledge Ethereum Unlocks Millions To Prepare For The Post-
quantum Era

Sun 11 May 2025 = 4 min read = by Mikaia A.

Strict-time adversary ¢ g, [BL02] zero-knowledge
VS. protocols do not have strict

> zKEVM Formal Verification Project
Expected-time adversary Poly-time (black-box) extractor

A project by the Ethereum Foundation to accelerate the application of formal
verification methods to zZKEVMs

N
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IBCS protocol:
Using |IOPs instead of PCPs




IBCS16; CDGS23]

IBCS protocol

Existing PCPs are not concretely efficient: prover time too big

People use IOPs

Public-coin interactive oracle proof (IOP)

- D) (e O
Prover cm,: Commitment to 11, with VC Verifier V

PIOP

p1: I0P randomness in round 1 f

"

\3

cm,: Commitment to I, with VC N

pr: IOP randomness in round k

(@ ans;. pf));
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Security of IBCS

--------------------------------------------------
R Yo

: Public-coin IOP for language L with
: - proof length [ :

: _ query complexity q '—> ARG := IBCS[IOP, VC]

: - round complexity k

protocol

llllllllllllllllllllllllllllllllllllllllllllllllll

Theorem. V € > 0,
earlIarRG) < €10p

Recall, for Kilian’s protocol: V € > 0,
€arcliarG) < €pcp

eyc(tye) + €, where fyo = O (tARG -/ €>.
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Why do we need public-coin IOPs?

Q. contains verifier’s queries to I1, ..., I1,
Private-coin interactive oracle proof (IOP) cm;: Commitment to I1; with VC

~ ~ , —
Prover 7| Q| IOP verifier query sets in round 1 Verifier V

-: Answers and proofs for Q, _

cm,: Commitment to 11, with VC

PIOP

\3 "/

.: |IOP verifier query sets in round k
-: Answers and proofs for Q,

Not secure!
e.g. lOP verifier accepts if IOP prover guesses all its queries

Queries can be learned by the prover (in "real-time")

Lemma: secure if IOP has an "efficient random continuation sampler"

Open question: can we prove security for ALL public-query IOPs?

20 (Or maybe there is a black-box barrier?)



Interlude: post-quantum security

Post-quantum soundness: same as classical soundness but adversary is quantum

\v/ tARG'time QUANTUM adversary P, Pr [<}3, V> — 1] < €ARG(tARG)



On quantum rewinding

Malicious Prover P Reductor 9{215 (cm, €)
"y Proverstate |¢p) .. ¢ 1%

But rewinding
is everywhere in
crypto, how did
people prove
anything without it?

Prover state | ¢ S —

How to go back to ? e
g ‘ ), ns,pfz) .

For many years: can rewind O(1) times [Wat06,Unr12,Unr16Db]

Problem: Kilian’s protocol n many rewindin L .
oble an's protocol needs many rewindings - Quantum rewinding toolset is cumbersome.

- Only other paper studying many-round interactive arguments [Lms22]

Recent new tools for quantum rewinding [CMSZ21]: had to white-box adapt the tools in [CMSZ21]... (work for log rounds)

“repair’ the state instead of “rewind” | |
— post-quantum security of Kilian’s protocol N Adapting for IBCS protocol runs into challenges




Post-quantum security of IBCS protocol

IOP is statistically sound
Post-quantum already

llllllllllllllllllllllllllllllllllllllllllllllllllllll
L 2

I |OP for language L with
: - proof length [

- query complexity g

: - round complexity k

Quantum analogue of
position binding

.
-------------------------------------------------------

Technical contribution: We build on [CMSZ21] and more...

Theorem. V € > 0,
P
Exn(tara) < €10p + K+ 1 €yccoliapse(fvc) + €, where tyc = poly (apg - I/€).

Extra [ factor: cost of quantum rewinding

IBCS soundness: €srg(farg) < €10p + K - €yc(tyc) + €, where tyc = O (tARG -1/ 6).

Corollary: post-quantum secure succinct arguments in the standard model (no oracles),
with the best asymptotic complexity known.
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Funky protocol:
Construction from all probabilistic proofs

Funky protocol

IBCS protocol

Kilian’s protocol




[CGKY25]

Building blocks

Building block #1: query class Q
-Q¢C {a: X — D}

Building block #2: functional interactive oracle proof (FIOP) Building block #3: functional commitment scheme (FC)

—_—
—

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
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[CGKY25]

Funky protocol

(ak,i)ké[k],iE[q] — VFIOP(‘X; pl’ R pk)§ :
ﬁki — OCk l(Hk) E (ﬂk,i)kE[k],iE[q] .

B Kk rounds %

R : Tttt * .................... :

bec A brrop

—
(ak,i)kE[k],iE[Q]
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Special cases of the Funky protocol

Proof string Query class Answer
:DOCPF:_':,V(S [1ex’ point queries onint p =Il[a] for a € [7]
LPCP+LC MeF linear queries Qj;, p = Zie[f] [1[{] - a[i] for a € F*
orpo o TR AR =T et oraeE
PIOP*+PC* I (FIXI)™" Sructred potys Qe P Lt "WA@ 2 Jnl) - £(@)

= (15 s 81> -5 &)
Beyond Funky: Bulletproofs (and other sumcheck-based arguments), linear-only encodings [BCIOP13, GGPR13, Groth16], ...
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Special cases of the Funky protocol

Proof string Query class Answer
PCP+VQ Funky protocol is everywhere
IOP+VC
S inct - - =7 VALIDA

OPsF & STARKWARE & Aztec

NA Matter Labs

or % polygon NI CEN 11 reducible TS i

Beyond Funky: Bulletproofs (and other sumcheck-based arguments), linear-only encodings [BCIOP13, GGPR13, Groth16], ...
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Which security property for FC?

Earlier in this talk IOP+VC

~ PB
GARG ~  Crop T €vc

Py 7 by

ARG

Vector Commitments position binding: Pr AVi : FC . Check(pp, cm, a, B pf) = 1 (cm, a, fy, pf, pr, pf,) < A(pp) | <
[LM19] LPCP+LC
€ ~ € pcp + EEE i 7
ALl : Vi: {a;,I1) = f,
Linear Commitments function binding:  Pr{ ..~ Check(pp, cm, a, f, pf) = 1 (em, (. i PFiery) < A(PP) [ <€
[CHMMVW20, BFS20] PIOP+PC
€ ARG N Cror T Kpc
Polynomial Commitments PINdINg? strong correctness? interpolation binding?? extractability’?
_ AL : Vi : a(I1) = p, _
Pr ( ) 'B (Cma (aia ﬁia pfl)le[n]) <« A(pp) S €

Functional Commitments

function binding:

A Vi : FC.Check(pp,cm, a;, ., pfl.) =1

29




Security of Funky protocol

Internal property of Q
Independent of FIOP/FC

lllllllllllllllllllllllllllllllllllll
lllllllllllllllllllllllllllllllllllllllllllllll
*

{ FIOP for language L with % ‘
: - proof length / :
: - query complexity g
: - round complexity k

* L 4
|
lllllllllllllllllllllllllllllllllll

Theorem. VN € N,
éarc(farag) < €r1op + K+ €rcllre) +  where frc = O (fapg * N).

TLDR:
- A “tight” security notion for FC schemes

- Concrete and tight bounds using tail errors

€onint(l’ N) = [/N = recovers the bounds for Kilian’s protocol and IBCS protocol
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Fiat-Shamir security:
From succinct arguments to SNARGs




Fiat-Shamir transformation

Random oracle: O = {0},
O ,: uniform distribution over {f: {0,1}* — {0,1 )

cm = VC.Commit(Il)
p = f(cm)
(Q. ans, pt) from VC . Open

(/erifier 9

)

Prover P

N

Central question: Is security preserved after the Fiat-Shamir transformation?

In generical no [CY24]: enarg(, 1, m) < (m+1)X - exp6(x, 1)

RO queries k might be superconstant!

32



Fiat-Shamir security

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
*

:FIOP for language L with
: - proof length [

:- query complexity g

:- round complexity k

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
0

.
---------------------------------------------

Theorem. VN € N,
trc = 0O (tARG ' N)

enaraTarGs MarG) < €rop(O(Mars)) + K - €r2  (tre, Mgc) + , Where -
Mgc = 0 (mARG k- N)

A theorem that generalizes everything we saw (except post-quantum)

Corollary: security analysis of Plonk [GWC19] from falsifiable assumption (ARSDH)
(previously: from ARSDH+SplitRSDH)

Gy polygen




Overview: standard-model analyses

IARG security

binding | extractable
Now
FIOP+FC
€50 N €, + €
Fiat-Shamir soundness
Soundness
Earlier [ILM19] ICHMMVW20, BFS20]
IOP+VC LPCP+LC PIOP+PC
€arc ~ Erop GT/E?: €irg ~ € pep T GEE; €arg ~ Eprop T Kpc

commitment scheme security requirement
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Open problems

Funky protocol
- Soundness
- Fiat-Shamir soundness

Probabilistic proofs

IBCS protocol
- Soundness

- Private-coin IOPs
Magt-quantum soundness

- — "‘a“’s protoce!
Commitment schemes vel _ Soundness
I - Lower bounds on soundness l

V.y.

Thank you!
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Security of Funky
from FPCP and non-interactive FC



Security reduction for Funky[FPCP, FC]

Goal:
(for FPCPs and non-interactive FCs)

earc(farag) < €rrop T K - €rcllre) +  where fec = O (fapg - N)




Security reduction for Funky[FPCP, FC]

queries solutions



Security reduction for Funky[FPCP, FC]

Reductor REAra

Sl {H | Valj S Ql alj(H) 161]}

queries solutlons

0, €Q



Security reduction for Funky[FPCP, FC]

Reductor REAra

SZ {H | V(ij S QZ a2](H) ﬁZJ} N Sl

queries solutlons

U; 0, €Q



Security reduction for Funky[FPCP, FC]

Reductor R ArG

SN_{H‘VGNJEQN O‘N](H) Pt N Sn-y

Output 1 « SOlVGrQ((a ,B )e[N] ]e[q])

. @ ouipuis 1 <5,

queries solutlons

U; 0, €Q
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Security reduction for Funky[FPCP, FC]

Produced by the reductor R Parc
Sample p

- . | FPCP soundness
Pr [(P, Vx)) = 1] < Pr | FPCP verifier accepts: VI(x; p)@l < €ppcpx)

ARG verifier accepts: V(x; p; O, ans, pf)) = 1

Produced by a 7,r5-time adversary P =g diven p

Sample p Security reduction lemma

+ Pr | FPCP verifier rejects: VH(x: p)@l < erc(fee) + €2, N)
ARG verifier accepts: V(x; p;/0,ans, pf)) = 1

Sne = D (no solution)

- Either (0, ans) is inconsistent with I1; or — FC verifier accepts all FC proofs
- (0, ans) contains “new queries”
ON+1 7 D A Sng1 F SN

— tail error of the query class Q
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Security reduction lemma

queries U; O, solutions §;

A1l : Va € U, O : a(Il) = ans[a]
Case 1: Pr L < €rctre)
. O Yet all FC checks pass FFC N
unction binding

Sne1 = D (no solution)

— FC verifier accepts all FC proofs

Internal property of ()

Independent of FIOP/FC
I [Sne1 #F @ A Syt # Sn| = €0l N
Tail error

i=N+1 Tail error well-behaved for reasonable query classes:

Snal F D A Syt F SN For large N, unlikely that the (N + 1)-th rewind gives new info

— tail error of the query class Q 44



